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• Senior technology executive with over 25 years of experience in IT operations 
and Cybersecurity.

• In my current role, I focus on helping develop and mature the security 
programs for organizations in the healthcare, finance, manufacturing, and 
education industries as part of the small and medium-size business markets.



THE THREAT LANDSCAPE

Ransomware

Phishing

Supply chain

Data breach
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WHY HEALTHCARE?

• Social Security & credit card info
• Personally Identifiable Information (PII)
• Insufficient security controls
• Security control friction
• Mobile technology increases risks

Knowbe4
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HEALTHCARE CYBERSECURITY ACT 2022

• Cybersecurity and Infrastructure Security Agency (CISA) and the Department of Health and Human Services (HHS) to 

define how to improve cybersecurity processes in hospitals and health systems

• An analysis of how identified cybersecurity risks specifically impact Healthcare and Public Health Sector assets, 

including the impact on rural and small and medium-sized Healthcare and Public Health Sector assets

• All Medical equipment owned, leased, or relied on

• How you protect and respond

• Must find, train and retain cybersecurity expertise

In 2021, 46 million Americans had their health information breached as a 
result of a cyberattack – Bill Cassidy press release
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https://www.politico.com/news/2022/03/23/health-data-breaches-2021-hacking-surge-politico-00019283


WHAT IS PHISHING?

Emails that attempt to entice 
individuals to reveal personal 
information or sensitive data. 

www.cit-net.com | info@cit-net.com | 651.255.5780



SPEAR PHISHING 

• Attack on a specific user or 
organization designed to look 
legitimate

• Sent to a small number of 
recipients

• Communications appear to come 
from a trusted source

WHALING

• Attack on high-ranking 
individuals within an 
organization

• Communications appear to 
come from a trusted source
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• HYPERLINKS

• Malware

• Credential harvesting

• Disguised as attachments

• ATTACHMENTS

• Malware

• Macros

• Fake invoices

• POSING AS TRUSTED 

USERS/ORGANIZATIONS

• Domain spoofing

• Display name spoofing

• Typo squatting

• BUSINESS EMAIL COMPROMISE

• To other employees

• To vendors/business affiliates

• OPEN SOURCE/SOCIAL MEDIA

• CURRENT EVENTS/HOLIDAYS

• REQUESTS FOR UNTRACEABLE ITEMS
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SPOTTING A PHISH

• Unexpected messages

• Unknown senders

• Sent outside of normal business hours

• Messages that attempt to instill a sense of 
urgency

• Hyperlinks, message content, and/or tone seems 
strange or out of character

• Poor grammar/spelling

• Offering something too good to be true

• Displayed hyperlink URL mismatched to actual 
hyperlink URL
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EXAMPLE 

OF DISPLAY 

NAME 

SPOOFING
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EXAMPLE OF IMAGE WITH EMBEDDED 

LINK DISGUISED AS ATTACHMENT
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Plausibility

PHISHING PSYCHOLOGY EVOLUTION
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Urgency

Confidentiality

Familiarity
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WHAT DOES THAT LOOK LIKE?

• On-going Simulated Phishing Attacks
• Cybersecurity Awareness Training
• Enable Multi-factor Authentication
• Endpoint Detection & Response (EDR)
• Dark Web Monitoring
• Annual Security Reviews & Scans

• Active Directory Review
• Firewall Review
• Email Review
• Internal & External Vulnerability Scans

• Ensure Proper Patch Management is in place
• Develop and implement an Incident Response Plan
• Security Information and Event Management (SIEM)
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QUESTIONS?
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THANK YOU!
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